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Name
SIGABRT
SIGALRM
SIGBUS
SIGCANCEL
SIGCHLD
SIGCONT
SIGEMT
SIGFPE
SIGFREEZE
SIGHUP
SIGILL
SIGINFO
SIGINT
SIGIO
SIGIOT
SIGKILL
SIGLWP
SIGPIPE
SIGPOLL
SIGPROF
SIGPWR
SIGQUIT
SIGSEGV
SIGSTKFLT
SIGSTOP
SIGSYS
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SIGNALS&DAEMONPROCESSES

Description
abnormaltermination(abort)
timerexpired(alarm)
hardwarefault
threadslibraryinternaluse
changeinstatusofchild
continuestoppedprocess
hardwarefault
arithmeticexception
checkpointfreeze
Hangup
illegalinstruction
statusrequestfromkeyboard
terminalinterruptcharacter
asynchronousl/O
hardwarefault
termination
threadslibraryinternaluse
writetopipewithnoreaders
pollableevent(poll)
profilingtimealarm(setitimer)
powerfail /restart
terminalquitcharacter
invalidmemoryreference
coprocessorstackfault
stop
invalidsystemcall

v Signals are triggered by events and are posted on a process to notify it
that some thing has happened and requires some action.

v' Signalscanbegeneratedfromaprocess,auser,ortheUNIXKernel.

v' Example:
1. AuserperformsadividebyzeroordereferencesaNULL Pointer.
2. Auserhits<Delete>or<Ctrl+C>keyatthekeyboard.

v' Aparent&childprocesscansendsignalstoeachotherforprocess

synchronization.

Thussignals,arethesoftwareversionsofhardwareinterrupts.

Signalsaredefinedasintegerflagsinthe<signal.h>headerfile.

ThefollowingtableshowsthelistofPOSIX-definedsignalsfoundinmost UNIX

Defaultaction
terminate+core
terminate
terminate+core
ignore
ignore
continue/ignore
terminate+core
terminate+core
ignore
terminate
terminate+core
ignore
terminate
terminate/ignore
terminate+core
terminate
ignore
terminate
terminate
terminate
terminate/ignore
terminate+core
terminate+core
terminate
stopprocess
terminate+core
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v

SIGTERM
SIGTHAW
SIGTRAP
SIGTSTP
SIGTTIN
SIGTTOU
SIGURG
SIGUSR1
SIGUSR2
SIGVTALRM
SIGWAITING
SIGWINCH
SIGXCPU
SIGXFSZ
SIGXRES

it.
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termination

checkpointthaw
hardwarefault
terminalstopcharacter
backgroundreadfromcontroltty
backgroundwritetocontroltty
urgentcondition(sockets)
user-definedsignal
user-definedsignal
virtualtimealarm(setitimer)
threadslibraryinternaluse
terminalwindowsizechange
CPUlimitexceeded(setrlimit)
filesizelimitexceeded(setrlimit)
resourcecontrolexceeded

terminate

ignore

terminate+core
stopprocess
stopprocess
stopprocess

ignore

terminate

terminate

terminate

ignore

ignore
terminate+core/ignore
terminate+core/ignore
ignore

v' Theprocesscanreacttosignalsinoneofthethreeways.
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v When a signal is sent to process, it is pending on the process to handle

1. Accept the default action of the signal - most signals terminate

2.
3.

signals.

the process.
Ignorethesignal.

Invoke a user defined function - The function is called signal
handler routine and the signal is said to be caught when the

functioniscalled.Ifthefunctionfinishestheexecution
the process will

terminating the process,

executionfromthepointitwasinterruptedbythesignal.
Most signals can be caught or ignored except the SIGKILL& SIGSTOP

without
continue the

A companion signal to SIGSTOP is SIGCONT, which resumes the
process execution after it has been stopped, both SIGSTOP & SIGCONT

signals are used for job control in UNIX.

A process is allowed to ignore certain signals so that it is not interrupted

while doing certain mission- critical work.

Ex: A DBMS Process Updating a database file should not be interrupted
until it finish else database file will be corrupted, it should restore signal
handlingactionsforsignalswhenfinishedmission-criticalwork.
Because signals are generated asynchronously to a process, a process
may specify a per signal handler function, these functions would then
be called when their corresponding signals are caught.

Acommonpracticeofasignalhandlerfunctionistocleanupaprocess work

environment, such as closing all input-output files, before terminating
gracefully.
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TheUNIXKernelSupportforSignals:

1. InUnixSystemV3. cach entryinthekernel processtableslothasanarray of
signal Nags, one for each defined in the system

2 When a signalis generated for a process, the kernel will set
thecorrespondingsignalflagintheprocesstableslotoftherecipientprocess.

3. If the recipient process is asleep (waiting a child to terminate or executing
pauseAPI)thekernelwillawakentheprocessbyschedulingit.

4 When the recipient process runs the kernel will check the process U-area
that contains an array of signal handling specifications, where each entry of
the array corresponds to a signal defined in the system.

5. Thekernelwillconsultthearraytofindouthowtheprocesswillreactto the
pending signal.

6. If the array entry contains a zero value, the process will accept the default
action of the signal and the kernel will discard it.

7. Ifthearrayentrycontainsaonevalue,theprocesswillignorethesignal.

8. Finally,ifthearrayentrycontainsanyothervalue,itisusedasthefunction
pointer for a used defined signal hander routine.

9. The kernel will setup the process to execute the function immediately, and
the process will return to its current point of execution (or to some other placeif
signal hander does a long jump), if the signal hander does not terminate the
process.

10. Iftherearedifferentsignalspendingonaprocess,theorderinwhichthey are
sent to a recipient process in undefined.

11. If multiple instances of a signal are pending on a process, it is
implementation-dependentonwhetherasingleinstanceormultiple
instancesofthesignalwillbedeliveredtotheprocess.

12. In UNIX System V.3, each signal flag in a process table slot records only
whether a signal is pending, but not how many of them are present.

Signal:

1. All Unix Systems and ANSI - C support the signal API, which can be usedto
define the per-signal handling method.

2. Thefunctionprototypeofthesignalis:
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#include<signal.h>

void(*signal(intsignal_num,void(*handler)(int))int);

3. signal_numisthesignalidentifierlikeSIGINTorSIGTERMdefinedinthe
<signal.h> handler is the function pointer of a user defined signal handler
function. This function should take an integer formal argument and does not
return any value.

4. Example below attempts to catch the SIGTERM, ignores the SIGINT and
accepts the default action of the SIGSEGYV signal.

5. The pause API suspends the calling process until it is interrupted by the
signalandthecorrespondingsignalhandlerdoesareturn.

Program:

#include<iostream.h>#include<signal.h
>

voidcatch_sig(intsig num)

{
signal(sig_sum,catch_sig);
cout<<”catch_sig”<<sig_ num<<endl;
}
intmain()
{
signal(SIGTERM, catch_sig);
signal(SIGINT, SIG_IGN);
signal(SIGSEGV, SIG_DFL);
pause(); //waitforsignalinterruption
}

6. The SIG_IGN & SIG_DFL are manifest constants defined in <signal.h>
#define SIG_IGN void(*)(int) 1//Ignore the signal
#define SIG_DFL void(*)(int) O //Default action

7. Thereturnvalueofsignal APlistheprevioussignalhandlerforthesignal.

8. UNIXsystemV.3andV.4supportthesigsetAPl,whichhasthesameprototype
and similar use a signal.

#include<signal.h>

void(*sigset(intsignal_num,void(*handler)(int))int);

PRAKRUTHI G R,Dept.,ofISE,EWIT,Bengaluru

hotesforvtu.in

















































































