Computer Networks (BCS502)

Module 4

Introduction to Transport layer

INTRODUCTION

The transport layer is located between the application layer and the network layer. It provides a
process-to-process communication between two application layers, one at the local host and the
other at the remote host. Communication is provided using a logical connection, which means
that the two application layers, which can be located in different parts of the globe, assume that
there is an imaginary direct connection through which they can send and receive messages.
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Transport-Layer Services

The transport layer is responsible for providing services to the application layer; it receives
services from the network layer.

The first duty of a transport-layer protocol is to provide process-to-process communication. A
process is an application-layer entity (running program) that uses the services of the transport

layer.
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The network layer is responsible for communication at the computer level (host-to-host
communication). A network-layer protocol can deliver the message only to the destination
computer. However, this is an incomplete delivery. The message still needs to be handed to the
correct process. This is where a transport-layer protocol takes over. A transport-layer protocol is
responsible for delivery of the message to the appropriate process.
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Addressing: Port Numbers

Although there are a few ways to achieve process-to-process communication, the most common
is through the client-server paradigm.

C A process on the local host, called a client, needs services from a process usually on the
remote host, called a server.

C The operating systems today support both multiuser and multiprogramming
environments. A remote computer can run multiple server programs at once, just like
different local computers can each run one or more client programs at the same time.

C For communication, we must define the local host, local process, remote host, and remote
process. The local host and the remote host are defined using IP addresses. To define the
processes, we need port numbers (0-65,535 (16 bits)).

C The client program defines itself with a port number, called the ephemeral port
number. The word ephemeral means fishort-livedo and is used because the life of a client
is normally short.

C The server process must also define itself with a port number. TCP/IP has decided to use
universal port numbers for servers; these are called well-known port numbers.
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ICANN Ranges

ICANN has divided the port numbers into three ranges: well-known, registered, and dynamic (or
private).

Well-known Registered Dynamic or private

0 1023 ', 49,152 ', 65.535
| | l
I

1024 49,151

1. Well-known ports. The ports ranging from 0 to 1023 are assigned and controlled by
ICANN. These are the well-known ports.

2. Registered ports. The ports ranging from 1024 to 49,151 are not assigned or controlled by
ICANN. They can only be registered with ICANN to prevent duplication.

3. Dynamic ports. The ports ranging from 49,152 to 65,535 are neither controlled nor
registered. They can be used as temporary or private port numbers.
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Socket Addresses

A transport-layer protocol in the TCP suite needs both the IP address and the port number, at
each end, to make a connection. The combination of an IP address and a port number is called a
socket address. The client socket address defines the client process uniquely just as the server
socket address defines the server process uniquely.

IP address | 200.23.56.8 I Port number

i

Socket address | 200.23.56.8 69 |

To use the services of the transport layer in the Internet, we need a pair of socket addresses: the
client socket address and the server socket address. These four pieces of information are part of
the network-layer packet header and the transport-layer packet header. The first header contains
the IP addresses; the second header contains the port numbers.

Encapsulation and Decapsulation

Encapsulation happens on the senderds side: When a program wants to send a message, it gives
the message to the transport layer, along with the socket addresses and other necessary info. The
transport layer then adds a header to the message, creating a packet. Depending on the transport
protocol, this packet might be called a user datagram, segment, or just a packet.

Decapsulation happens on the receiverds side: When the packet reaches its destination, the
transport layer removes the header and delivers the message to the application program. The
senderds socket address is also passed along so the program can respond if needed.
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Multiplexing and Demultiplexing

Whenever an entity accepts items from more than one source, this is referred to as multiplexing
(many to one); whenever an entity delivers items to more than one source, this is referred to as
demultiplexing (one to many). The transport layer at the source performs multiplexing; the
transport layer at the destination performs demultiplexing.

Flow Control

Whenever an entity produces items and another entity consumes them, there should be a balance
between production and consumption rates. If the items are produced faster than they can be
consumed, the consumer can be overwhelmed and may need to discard some items. If the items
are produced more slowly than they can be consumed, the consumer must wait, and the system
becomes less efficient. Flow control is related to the first issue. We need to prevent losing the
data items at the consumer site.

Pushing or Pulling

Delivery of items from a producer to a consumer can occur in one of two ways: pushing or
pulling. If the sender delivers items whenever they are produced without a prior request from the
consumer the delivery is referred to as pushing. If the producer delivers the items after the
consumer has requested them, the delivery is referred to as pulling.

+ Flow control ‘I?’ _________ ﬁ;ﬂ;{u;i;l""""“:
Producer 0 » | Consumer Producer 9 » | Consumer
Delivery Delivery
a. Pushing b. Pulling

When the producer pushes the items, the consumer may be overwhelmed and there is a need for
flow control, in the opposite direction, to prevent discarding of the items.

Flow Control at Transport Layer

C In communication at the transport layer, we are dealing with four entities: sender process,
sender transport layer, receiver transport layer, and receiver process.

C The sending process at the application layer is only a producer. It produces message
chunks and pushes them to the transport layer.
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C The sending transport layer has a double role: it is both a consumer and a producer. It
consumes the messages pushed by the producer. It encapsulates the messages in packets
and pushes them to the receiving transport layer.

C The receiving transport layer also has a double role: it is the consumer for the packets
received from the sender and the producer that decapsulates the messages and delivers
them to the application layer.

C The last delivery, however, is normally a pulling delivery; the transport layer waits until
the application-layer process asks for messages.

C Figure shows that we need at least two cases of flow control: from the sending transport
layer to the sending application layer and from the receiving transport layer to the
sending transport layer.

Buffers

A buffer is a set of memory locations that can hold packets at the sender and receiver. The flow
control communication can occur by sending signals from the consumer to the producer. When
the buffer of the sending transport layer is full, it informs the application layer to stop passing
chunks of messages; when there are some vacancies, it informs the application layer that it can
pass message chunks again.

When the buffer of the receiving transport layer is full, it informs the sending transport layer to
stop sending packets. When there are some vacancies, it informs the sending transport layer that
it can send packets again.
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