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12.1 Introduction

* Fundamental issue: for a set of processes, how to coordinate
their actions or to agree on one or more values?

— even no fixed master-slave relationship between the components

» Further issue: how to consider and deal with failures when
designing algorithms

* Topics covered
— mutual exclusion
- how to elect one of a collection of processes to perform a special role
— multicast communication

— agreement problem: consensus and byzantine agreement
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Failure Assumptions and Failure Detectors

» Failure assumptions of this chapter
— Reliable communication channels
— Processes only fail by crashing unless state otherwise

» Failure detector: object/code in a process that detects failures
of other processes

« unreliable failure detector
— One of two values: unsuspected or suspected
» Evidence of possible failures
— Example: most practical systems
« Each process sends "“alive/lI'm here" message to everyone else

« If not receiving “alive” message after timeout, it's suspected
= maybe function correctly, but network partitioned

* reliable failure detector

— One of two accurate values: unsuspected or failure
— few practical systems

12.2 Distributed Mutual Exclusion

* Process coordination in a multitasking OS
- Race condition: several processes access and manipulate the same data
concurrently and the outcome of the execution depends on the particular
order in which the access take place
— critical section: when one process is executing in a critical section, no
other process is to be allowed to execute in its critical section
— Mutual exclusion: If a process is executing in its critical section, then no
other processes can be executing in their critical sections
* Distributed mutual exclusion
— Provide critical region in a distributed environment
— message passing
for example, locking files, lockd daemon in UNIX
(NFS is stateless, no file-locking at the NFS level)
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