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System.

Name
SIGABRT
SIGALRM
SIGBUS
SIGCANCEL
SIGCHLD
SIGCONT
SIGEMT
SIGFPE
SIGFREEZE
SIGHUP
SIGILL
SIGINFO
SIGINT
SIGIO
SIGIOT
SIGKILL
SIGLWP
SIGPIPE
SIGPOLL
SIGPROF
SIGPWR
SIGQUIT
SIGSEGV
SIGSTKFLT
SIGSTOP
SIGSYS
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SIGNALS&DAEMONPROCESSES

Description
abnormaltermination(abort)
timerexpired(alarm)
hardwarefault
threadslibraryinternaluse
changeinstatusofchild
continuestoppedprocess
hardwarefault
arithmeticexception
checkpointfreeze
Hangup
illegalinstruction
statusrequestfromkeyboard
terminalinterruptcharacter
asynchronousl/O
hardwarefault
termination
threadslibraryinternaluse
writetopipewithnoreaders
pollableevent(poll)
profilingtimealarm(setitimer)
powerfail /restart
terminalquitcharacter
invalidmemoryreference
coprocessorstackfault
stop
invalidsystemcall

v Signals are triggered by events and are posted on a process to notify it
that some thing has happened and requires some action.

v' Signalscanbegeneratedfromaprocess,auser,ortheUNIXKernel.

v' Example:
1. AuserperformsadividebyzeroordereferencesaNULL Pointer.
2. Auserhits<Delete>or<Ctrl+C>keyatthekeyboard.

v' Aparent&childprocesscansendsignalstoeachotherforprocess

synchronization.

Thussignals,arethesoftwareversionsofhardwareinterrupts.

Signalsaredefinedasintegerflagsinthe<signal.h>headerfile.

ThefollowingtableshowsthelistofPOSIX-definedsignalsfoundinmost UNIX

Defaultaction
terminate+core
terminate
terminate+core
ignore
ignore
continue/ignore
terminate+core
terminate+core
ignore
terminate
terminate+core
ignore
terminate
terminate/ignore
terminate+core
terminate
ignore
terminate
terminate
terminate
terminate/ignore
terminate+core
terminate+core
terminate
stopprocess
terminate+core
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v

SIGTERM
SIGTHAW
SIGTRAP
SIGTSTP
SIGTTIN
SIGTTOU
SIGURG
SIGUSR1
SIGUSR2
SIGVTALRM
SIGWAITING
SIGWINCH
SIGXCPU
SIGXFSZ
SIGXRES

it.
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termination

checkpointthaw
hardwarefault
terminalstopcharacter
backgroundreadfromcontroltty
backgroundwritetocontroltty
urgentcondition(sockets)
user-definedsignal
user-definedsignal
virtualtimealarm(setitimer)
threadslibraryinternaluse
terminalwindowsizechange
CPUlimitexceeded(setrlimit)
filesizelimitexceeded(setrlimit)
resourcecontrolexceeded

terminate

ignore

terminate+core
stopprocess
stopprocess
stopprocess

ignore

terminate

terminate

terminate

ignore

ignore
terminate+core/ignore
terminate+core/ignore
ignore

v' Theprocesscanreacttosignalsinoneofthethreeways.

18CS56

v When a signal is sent to process, it is pending on the process to handle

1. Accept the default action of the signal - most signals terminate

2.
3.

signals.

the process.
Ignorethesignal.

Invoke a user defined function - The function is called signal
handler routine and the signal is said to be caught when the

functioniscalled.Ifthefunctionfinishestheexecution
the process will

terminating the process,

executionfromthepointitwasinterruptedbythesignal.
Most signals can be caught or ignored except the SIGKILL& SIGSTOP

without
continue the

A companion signal to SIGSTOP is SIGCONT, which resumes the
process execution after it has been stopped, both SIGSTOP & SIGCONT

signals are used for job control in UNIX.

A process is allowed to ignore certain signals so that it is not interrupted

while doing certain mission- critical work.

Ex: A DBMS Process Updating a database file should not be interrupted
until it finish else database file will be corrupted, it should restore signal
handlingactionsforsignalswhenfinishedmission-criticalwork.
Because signals are generated asynchronously to a process, a process
may specify a per signal handler function, these functions would then
be called when their corresponding signals are caught.

Acommonpracticeofasignalhandlerfunctionistocleanupaprocess work

environment, such as closing all input-output files, before terminating
gracefully.

notesforvtuin
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TheUNIXKernelSupportforSignals:

1. InUnixSystemV3. cach entryinthekernel processtableslothasanarray of
signal Nags, one for each defined in the system

2 When a signalis generated for a process, the kernel will set
thecorrespondingsignalflagintheprocesstableslotoftherecipientprocess.

3. If the recipient process is asleep (waiting a child to terminate or executing
pauseAPI)thekernelwillawakentheprocessbyschedulingit.

4 When the recipient process runs the kernel will check the process U-area
that contains an array of signal handling specifications, where each entry of
the array corresponds to a signal defined in the system.

5. Thekernelwillconsultthearraytofindouthowtheprocesswillreactto the
pending signal.

6. If the array entry contains a zero value, the process will accept the default
action of the signal and the kernel will discard it.

7. Ifthearrayentrycontainsaonevalue,theprocesswillignorethesignal.

8. Finally,ifthearrayentrycontainsanyothervalue,itisusedasthefunction
pointer for a used defined signal hander routine.

9. The kernel will setup the process to execute the function immediately, and
the process will return to its current point of execution (or to some other placeif
signal hander does a long jump), if the signal hander does not terminate the
process.

10. Iftherearedifferentsignalspendingonaprocess,theorderinwhichthey are
sent to a recipient process in undefined.

11. If multiple instances of a signal are pending on a process, it is
implementation-dependentonwhetherasingleinstanceormultiple
instancesofthesignalwillbedeliveredtotheprocess.

12. In UNIX System V.3, each signal flag in a process table slot records only
whether a signal is pending, but not how many of them are present.

Signal:

1. All Unix Systems and ANSI - C support the signal API, which can be usedto
define the per-signal handling method.

2. Thefunctionprototypeofthesignalis:

PRAKRUTHI G R,Dept.,ofISE,EWIT,Bengaluru
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#include<signal.h>

void(*signal(intsignal_num,void(*handler)(int))int);

3. signal_numisthesignalidentifierlikeSIGINTorSIGTERMdefinedinthe
<signal.h> handler is the function pointer of a user defined signal handler
function. This function should take an integer formal argument and does not
return any value.

4. Example below attempts to catch the SIGTERM, ignores the SIGINT and
accepts the default action of the SIGSEGYV signal.

5. The pause API suspends the calling process until it is interrupted by the
signalandthecorrespondingsignalhandlerdoesareturn.

Program:

#include<iostream.h>#include<signal.h
>

voidcatch_sig(intsig num)

{
signal(sig_sum,catch_sig);
cout<<”catch_sig”<<sig_ num<<endl;
}
intmain()
{
signal(SIGTERM, catch_sig);
signal(SIGINT, SIG_IGN);
signal(SIGSEGV, SIG_DFL);
pause(); //waitforsignalinterruption
}

6. The SIG_IGN & SIG_DFL are manifest constants defined in <signal.h>
#define SIG_IGN void(*)(int) 1//Ignore the signal
#define SIG_DFL void(*)(int) O //Default action

7. Thereturnvalueofsignal APlistheprevioussignalhandlerforthesignal.

8. UNIXsystemV.3andV.4supportthesigsetAPl,whichhasthesameprototype
and similar use a signal.

#include<signal.h>

void(*sigset(intsignal_num,void(*handler)(int))int);

PRAKRUTHI G R,Dept.,ofISE,EWIT,Bengaluru

hotesforvtu.in



UnixProgramming 18CS56

9. Thesigsetargumentsandreturnvalueisthesameasthatofsignal.

10. Both the functions set signal handling methods for any named signal, but
signal API is unreliable and sigset is reliable.

11. this means that when a signal is set to be caught by a signal handler via
sigset when multiple instances of the signal arrive one of them is handled
while other instances are blocked. Further the signal handler is not reset to
SIG_DFT when it is invoked.

SignalMask

1. EachprocessinUNIXorPOSIXIsystemhassignalmaskthatdefines
whichsignalsareblockedwhengeneratedtoaprocess.

2. Ablockedsignaldependsontherecipientprocesstounblockitandhandle it
accordingly.

3. If a signal is specified to be ignored and blocked, it is implementation
dependent on whether the signal will be discarded or left pending when it is
sent to the process.

4. Aprocessinitiallyinheritstheparent'ssignalmaskwhenitiscreated,but
anypendingsignalsfortheparentprocessarenotpassedon.

5. A process may query or set its signal mask via the sigprocmask API:

#include <signal.h>

intsigprocmask(intcmd,constsigset_t*new_mask,sigset_t"old_mask);

new mask defines a set of to be set or reset in a calling process signal mask.cmd
specifies how the new mask value is to be used by the APL The possible values
cmd are:

Command Meaning
SIG_SETMASK Overridethecallingprocesssignalmaskwiththevalue
specified in the new_mask argument.
SIG_BLOCK Adds the signals specified in the new_mask argument to
the calling process signal mask.
SIG_UNBLOCK Removesthesignalsspecifiedinthenew_maskargument to
the calling process signal mask.

6. If the actual argument to new_mask argument is a NULL pointer, the cmd
argument will be ignored, and the current process signal mask will not be
altered.

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru
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7. The old_mask argument is the address of a sigset_t variable that will be
assignedthecallingprocess'soriginalsignalmaskpriortoasigprocmaskcall.
Iftheactualargumenttoold_maskisaNULLpointer,noprevioussignalmask will
be returned.

8. Thereturnvalueofsigprocmaskcalliszeroifitsucceedsor-1ifitfails.

9. Thesegset_tisadatatypedefinedin<signal.h>.Itcontainsacollectionof
bitflags.witheachbitflagrepresentingonesignaldefinedinthesystem,

10. The BSD UNIX and POSIX.I define a set of API known as sigsetops
functions, which set, reset, and query the presence of signals in a sigset_t
typed variable.

#include<signal.h>

intsigemptyset(sigsett*sigmask);

int sigaddset(sigset_t *sigmask, const int signal_num)
intsigdelset(sigset_t*sigmask, constintsignal_num):
intsigfillset(sigset_tsigmask);
intsigismember(constsigset_t*sigmask,constintsignal_num);

11. ThesigemptysetAPIclearsallsignalflagsinthesigmaskargument.

12. The sigaddset API sets the flag corresponding to the signal_num signal in
sigmask.

13. ThesigdelsetAPIclearstheflagcorrespondingtothesignal_numsignal in
sigmask.

14. ThesigfillsetAPIsetsalltheflagsinthesigmask

15. The return value of the sigemptyset, sigaddset, sigdelset, and sigfillset
calls is zero if the call succeed or -1 if they fail.

16. The sigismember API returns 1 if the flag corresponding to the signal_num
signalinthesigmaskisset,zeroifnotset,and-1ifthecallfails.

17. The following example checks whether the SIGINT signal is present in a
process signal mask and adds it to the mask if it is not there. Then clears the
SIGSEGYV signal from the process signal mask.

Program:
#include<stdio.h>
#include<signal.h>i

nt main()

{
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sigset_t sigmask;sigemptyset(&sigmask);
/*initialise set*/
if(sigprocmask(0,0,&sigmask)==-1) /*getcurrentsignalmask*/
{
perror(“sigprocmask”);
exit(1);
}
else sigaddset(&sigmask,SIGINT); /*set SIGINT flag*/
sigdelset(&sigmask, SIGSEGV); /*clear SIGSEGV flag*/
if(sigprocmask(SIG_SETMASK,&sigmask,0)==-1)
perror(“sigprocmask”);

}

18. Iftherearemultipleinstancesofthesamesignalpendingfortheprocess, it s
implementation dependent whether one or all of those instances will be
delivered to the process

19. Aprocesscanquerywhichsignalsarependingforitviathesigpending API
#include<signalh>
intsigpending(sigsett*sigmask);

sigmaskisassignedthesetofsignalspendingforthecallingprocessbythe
APlsigpendingretumsazeroifitsucceedsanda-1valueifitfails.

20. UNIX system V 3 and V.4 support the following APIs as simplified means
for signal mask manipulation.

#include<signal.h>

int sighold(int signal_num);

int sigrelse(int signal_num);
intsigignore(intsignal_num);

intsigpause(intsignal_num);
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21. The sighold API adds the named signal signal_num to the calling process
signal mask

22. ThesigrelseAPIremovesthenamedsignalsignal_numtothecalling process
signal mask

23. The sigignore API sets the signalhandling method for thenamed signal
signal_num to SIG DFT.

24. The sigpause API removes the named signal signal_ num from thecalling
processsignalmaskandsuspendstheprocessuntilitisinterruptedbya signal.

Sigaction:

1. The sigaction API is a replacement for the signal API in the latest UNIX and
POSIX systems.

2. The sigaction API is called by a process to set up a signal handling method
for each signal it wants to deal with.

3. sigactionAPIreturnstheprevioussignalhandlingmethodforagiven signal.

4. ThesigactionAPIprototypeis:

#include<signal.h>

int sigaction(int signal_num, struct sigaction *action, struct sigaction
*old_action);

5. The struct sigaction data type is defined in the <signal.h> header as:

struct sigaction

{

void (*sa_handler)(int);
sigset_t sa_mask;
int sa_flag;

J7
6. Thesa_handlerfieldcanbesettoSIG_IGN,SIG_DFL,orauserdefined signal
handler function.
7. The sa_mask field specifies additional signals that process wishes to block
when it is handling signal_num signal.

8. Thesignal_numargumentdesignateswhichsignalhandlingactionisdefined
in the action argument

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru
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9. Theprevioussignalhandlingmethodforsignal_numwillbereturnedvia
theold_actionargumentifitisnotaNULLpointer.

10. IfactionargumentisaNULLpointer,thecallingprocess'sexistingsignal
handlingmethodforsignal_numwillbeunchanged.

11. Thefollowingprogramillustratestheuseofsigaction:
Program

#include<iostream.h>#in
clude<stdio.h>
#include<unistd.h>
#include<signal.h>
voidcallme(intsig_ num)

{

cout<<”catchsignal:”<<sig_num<<endl];
}
intmain(intargc,char*argv(])
{
sigset_tsigmask;
struct sigaction action,old_action;
sigemptyset(&sigmask);
if(sigaddset(&sigmask,SIGTERM)==1]||sigprocmask(SIG_SETMASK,&s
igmask,0)==-1)
perror(“set signal mask”);
sigemptyset(&action.sa_mask);
sigaddset(&action.sa_mask,SIGSEGV);
action.sa_handler=callme;
action.sa_flags=0;
if(sigaction(SIGINT,&action,&old_action)==-1)
perror(“sigaction”);pause();
cout<<argv[0]<<”exists\n”;
returnoO;

12.In the above example, the process signal mask is set with SIGTERM signal.
The process then defines a signal handler for the SIGINT signal and
alsospecifiesthattheSIGSEGVsignalistobeblockedwhentheprocessis handling the
SIGINT signal, The process then terminates its execution via the pause API.

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru
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13.Theoutputoftheaboveprogramwouldbeas:

%ccsigaction.c-osigaction
%./sigaction&|

1]495

%Kkill-INT495

catch signal: 2

sigaction exits
[1]Donesigaction

14. The sa_flag field of the struct sigaction is used to specify special handling
for certain signals.

15. POSIX.Idefinesonlytwovaluesorthesa_flag:zeroorSA_NOCHLDSTOP.

16. The SA_NOCHLDSTOP flag is an integer literal defined in the<signal.h>
header and can be used when signal_num is SIGCHLD.

17. TheeffectoftheSA_NOCHLDSTOPflagisthatthekernelwillgeneratethe
SIGCHLD signal to a process when its child process has terminated, but not
when the child process has been stopped.

18. If the sa_flag value is set to zero in sigaction call for SIGCHLD, the kernelwill
send the SIGCHLD signal to the calling process whenever its child processis
either terminated or stopped.

19. UNIX system V4 defines additional flags for the sa_flags field. These
flagscanbeusedtospecifytheUNIXSystemV3styleofsignalhandlingmethod:

sa_flagsvalue Effectonhandlingsignal_num

If signal_num is caught, the sa_handler is set toSIG_DFL
before the signal handler function is called,
andsignal_numwillnotbeaddedtotheprocesssignal
maskwhenthesignalhandlerfunctionisexecuted.

If a signal is caught while a process is executinga
system call, the kernel will restart the system call after
the signal handler returns. If this flag is not set in the
sa_flags,afterthesignalhandlerreturns,thesystemcall

willbeabortedwithareturnvalueof-landwillset
errnotoEINTR

SA_RESETHAND

SA_RESTART

TheSIGCHILDSignalandThewaitpidFunction:

Whenachildprocessterminatesorstops,thekernelwillgenerateaSIGCHLD
signal to its parent process. Depending on how the parent sets up the
handling of the SIGCHLD signal, different events may occur:

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru
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1. ParentacceptsthedefaultactionoftheSIGCHLDsignal:

SIGCHLDdoesnotterminatetheparentprocess.
Parentprocesswillbeawakened.
APIwillreturnthechild’sexitstatusandprocessiDtotheparent.
KernelwillclearuptheProcessTableslotallocatedforthechild process.
Parent process can call the waitpid API repeatedly to wait for each childit
created.

2. ParentignorestheSIGCHLDsignal:

SIGCHLDsignalwillbediscarded.
Parentwillnotbedisturbedevenifitisexecutingthewaitpidsystem call.
Iftheparentcallsthewaitpid API,theAPIwillsuspendtheparentuntil all its
child processes have terminated.
Childprocesstableslotswillbeclearedupbythekernel.

APIwill returna -1valuetotheparent process.

3. ProcesscatchestheSIGCHLDsignal:

The signal handler function will be called in the parent process
whenever a child process terminates.
IftheSIGCHLDarriveswhiletheparentprocessisexecutingthewaitpid
system call, the waitpid API may be restarted to collect the child exit
status and clear its process table slots.

Depending on parent setup, the API may be aborted and child process
table slot not freed.

Thesigsetjimp&siglongjmpAPIs:
1. ThesigsetjimpandsiglongimpAPIshavesimilarfunctionsastheircorresponding

setjmp and longjmp APIs.

2. ThesigsetjimpandsiglongjmpAPIsaredefinedinPOSIX1andonmost UNIX
systems that support signal mask.

3. ThefunctionprototypesoftheAPIsare:

#include<setjmp.h>

intsigsetjmp(sigjmpbufenv,intsave_sigmask); int
siglongimp (sigjmpbuf env, int ret_val ):

4 The sigsetjmp and siglongimp are created to support signal mask processing
Specifically,itisimplementationdependentonwhetheraprocesssignalmask

hotesforvtu.in
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issavedandrestoredwhenitinvokesthesetjmpandlongjmpAPIs respectively.

5. The sigsetjmp API behaves similarly to the setjmp API, except that it has a
second argument, save_sigmask, which allows user to specify whether a
calling process signal mask should be saved to the provided env argument.

6 If the save_sigmask argument is nonzero, the caller's signal mask is saved,
else signal mask is not saved.

7. The siglongjmp API does all operations as the longimp API, but it alsorestores
a calling process signal mask if the mask was saved in its envargument.

8 The ret_val argument specifies the return value of the correspondingsigsetjmp
APl when called by siglongjmp APIL Its value should be nonzero
number,andifitiszerothesiglongjmpAPIwillresetitto1.

9. The siglongjmp API is usually called from user-defined signal handling
functions. This is because a process signal mask is modified when a signal
handler is called, and siglongjmp should be called to ensure that the process
signal mask is restored properly when"jumping out" from a signal handling
function.

10. The following C program illustrates the use of sigsetjmpand siglongjmp
APIs.

#include
<iostream.h>#include
<stdio.h> #include
<unistd.h> #include
<signal.h> #include
<setjmp.h>sigimp_buf
env;

voidcallme(intsig_num)

{
cout<<“catchsignal:”<<sig num<<endl;
siglongjmp(env,2);

}

intmain()

{
sigset_tsigmask;

structsigactionaction,old_action;

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru
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sigemptyset(&sigmask);

if(sigaddset(&sigmask,SIGTERM)==1)||sigprocmask(SIG_SETM
ASK,&sigmask,0)==-1)

perror(“set signal mask”);
sigemptyset(&action.sa_mask);
sigaddset(&action.sa_mask,SIGSEGV);action.sa_
handler=(void(*)())callme; action.sa_flags=0;
if(sigaction(SIGINT,&action,&old_action)==-1)

perror(“sigaction”);
if(sigsetjimp(env,1)!=0)
{

cerr<<”returnfromsignalinterruption”;

returnO;
}
else

cerr<<’returnfromfirsttimesigsetjmpiscalled”;
pause();

}

11. The program sets its signal mask to contain SIGTERM, and then sets upa
signal trap for the SIGINT signal.

12. Theprogramthencallssigsetjmptostoreitscode locationintheenv
globalvariable.Notethesigsetjmpcall returnsazerovaluewhendirectly
calledinuserprogramandnotviasiglongjmp.

13. TheprogramsuspendsitsexecutionviathepauseAPL

14. Whenevertheuserinterruptstheprocessfromthekeyboard,thecallme
function is called .

15. The callme function calls siglongjmp API to transfer flow back to the
sigsetjmpfunctioninmain,whichnowreturnsaZvalue.

16. Thesampleoutputoftheaboveprogramis:
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%ccsigsetjmp.c

%./a.out&

[1]1377

Return from first time sigsetjmp is called % kill -INT

377catch signal: 2

Returnfromsignalinterruption
[1]Donea.out

%

Kill:

1. Aprocesscansendsignaltoarelatedprocessviathekill API.

2. ThisisasimplemeansofIPCorcontrol

3. The sender and recipient processes must be related such that either sender
process real or effective user ID matches that of the recipient process, or the

sender has su privileges

4. For example, a parent and child process can send signals to each other via
the kill APIL

5. ThekillAPlisdefinedinmostUNIXsystemandisaPOSIX.1standard.

6. Thefunctionprototypeisas

#include <signal.h>
intkill(pid_tpid,intsignal_num);

7. The sig_num argument is the integer value of a signal to be sent to one or
more processes designated by pid.

8. Thepossiblevaluesoflidandit'susebythekillAPlare:

Apidvalue EffectsontheKillAPI

APositiveValue pidisaprocessID.SendsSignal_numtothatprocess

0 Sends signal num to all processes whose process group ID
is the same as the calling process.

-1 SendssignalnumtoallprocesseswhoserealuserID is the

same as the effective user ID of the
callingprocess.IfthecallingprocesseffectiveuserIDissu
user ID signal num will be sent to all processes inthe
system(exceptprocesses-0and1).Thelatercaseis

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru
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only.

usedwhenthesystemisshuttingdown -kernelcalls the kill
API to terminate all processes except 0 and 1. Note:
POSIX.1 does not specify the behavior of the kill API
when the pid value is - 1. This effect is for UNIX systems

Negativevalue

tchestheabsolutevalueofpid

Sendssignal_numtoallprocesseswhoseprocessgroupIlDma

{

9. The returnvalueofkilliszeroifitsucceedsor-1ifitfails.

10. ThefollowingCprogramillustratestheimplementationoftheUNIXKkill
Command.

#include<iostream.h>#include<stdio.
h> #include<unistd.h>
#include<string.h>
#include<signal.h>
intmain(intargc,char**argv)

int pid, sig = SIGTERM;
if(argc==3)
{
if(sscanf(argv[1],”%d”,&sig)!=1)
{
cerr<<”invalidnumber:”"<<argv[1]<<end];
return-1;
}
argv++,argc--;
}
while(--argc>0)
if(sscanf(*++argv,“%d”,&pid)==1)

{
if(kill(pid,sig)==-1)
perror(“kill”);
}
else

cerr<<”invalid pid:”"<<argv[0]<<end];
returnoO;

notestorviv.in
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Alarm:
1. ThealarmAPIcanbecalledbyaprocesstorequestthekerneltosendthe
SIGALRMsignalafteracertainnumberofrealclockseconds.

2. ThealarmAPlisdefinedinmostUNIXsystemsandisaPOSIX.1standard.

3. ThefunctionprototypeoftheAPlisas:I

#include<signal.h>
unsignedintalarm(unsignedinttime_interval);

4. Thetime_intervalargumentisthenumberofCPUsecondselapsetime,
afterwhichthekernelwillsendtheSIGALRMsignaltothecallingprocess.

5. Ifatime_intervalvalueiszero,itturnsoffthealarmclock.

6. ThereturnvalueofthealarmAPlisthenumberofCPUsecondsleftinthe
processtimer,assetbyapreviousalarmsystemcall

7. TheeffectofthepreviousalarmAPIcalliscanceled,andtheprocesstimer is
reset with new alarm call.

8. A process alarm clock is not passed on to its forked child process, but an
exec'edprocessretainsthesamealarmclockvalueaswaspriortotheexec API call.

9. The alarm API can be used to implement the sleep
API.Program:
#include<signal.h>
#include<stdio.h>
#include<unistd.h>
void wakeup( )
£}
unsignedintsleep(unsignedinttimer)
{
struct sigaction action;
action.sa_handler=wakeup;
action.sa_flags=0;
sigemptyset(&action.sa_mask);
if(sigaction(SIGALARM,&action,0)==-1)
{
perror(“sigaction”);
return-1;
}
(void) alarm (timer);
(void) pause( );
return 0;
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10 The sleep function above sets up a signal handler for the SIGALRM, calls
thealarmAPItorequestthekerneltosendtheSIGALRMsignalafterthetimer
interval, and finally, suspends its execution via the pause system call

11. The wakeup signal handler function is called when the SIGALRM signalis
sent io the process. When it returns, the pause system call will be aborted,
and the calling process will return from the sleep function

12. BSD UNIX defines the ualarm function, which is the same as the alarm
API except that the argument and return value of the ualarm function are in
microsecond units.

IntervalTimers:

1. TheuseofthealarmAPlistosetupaintervaltimerinaprocess.

2. The interval timer can be used to schedule a process to do some tasks at
fixedtimeinterval,totimetheexecutionofsomeoperations,orlimitthetime
allowed for the execution of some tasks.

3. The following program illustrates how to set up a real-time clock interval
timer using the alarm APL

#include<stdio.h>
#include<unistd.h>
#include<signal.h>#defi
ne INTERVAL 5 void
callme(int sig_no)
{
alarm(INTERVAL);
/*doscheduledtasks™/
}
intmain()
{
struct sigaction action;
sigemptyset(&action.sa_mask);
action.sa_handler=(void(*)( )) callme;
action.sa_flags=SA_RESTART;if(sigaction
(SIGALARM,&action,0)==-1)
{
perror(“sigaction”);
returnl;
}
if(alarm(INTERVAL)==-1)
perror(“alarm”);
elsewhile(1)

{
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/*donormaloperation*/

}

returnO;

}

4. The siga tion APl is called to.set up call me as the signal handling function
for the SIGALRM signal.

5. TheprogramtheninvokesthealarmAPItosenditselftheSIGALRMsignal after 5
real clock seconds.

6. Theprogramthengoesofftoperformitsnormaloperationinaninfinite loop.

7. Whenthetimerexpirers,thecallmefunctionisinvoked,whichrestartsthe
alarm clock for another 5 seconds and then does the scheduled tasks.

8. Whenthecallmefunctionreturns,theprogramcontinuesits"normal”
operation until another timer expiration.

9. BSD UNIX invented the setitimer API, which provides capabilities additional
to those of the alarm API.

10. Thesetitimerresolutiontimeisinmicroseconds,whereastheresolution
time for alarm is in seconds.

11. ThealarmAPIcanbeusedtosetupreal-
timeclocktimerperprocess.ThesetitimerAPIcanbeusedtodefineuptothreedifferenttypes
oftimersinaprocess:

a. Realtimeclocktimer.

b. Timerbasedontheusertimespentbyaprocess.

c. Timerbasedonthetotaluserandsystemtimesspentbyaprocess.
12. ThegetitimerAPlisalsodefinedinBSDandSystemVUNIXforusersto
querythetimervaluesthataresetbythesetitimerAPI.

13. The setitimer & getitimer function prototypes are:
#include<sys/time.h>

intsetitimer(intwhich,conststructitimerval*val,structitimerval
*old);

intgetitimer(intwhich,structitimerval*old);

14. thewhichargumentspecifythetimertoprocess, thepossiblevaluesare:
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Whichargument Timertype
value

Timerbasedonreal-timeclock.Generatesa

SIGALRMsignalwhenexpires.

Timerbased on user-time spent bya process.

GeneratesaSIGVTALRMsignalwhenitexpires.

Timerbasedontotaluser&Systemtimesspentbya

ITIMER_PROF process. Generates a SIGPROF signal when it
expires.

ITIMER_REAL

ITIMER_VIRTUAL

15. The struct itimerval data type is defined in the <sys/time.h> header as:
struct itimerval

{

structtimervalit_interval; struct
timerval it_value;

}

16. ForsetitimerAPI theval.it_valueisthetimetosetthenamedtimer,and
theval.it_intervalisthetimetoreloadthetimerwhenitexpires.

17. Theval.it_intervalmaybesettozeroifthetimeristorunonlyonceand
iftheval.it_valueissettozero,itstopsthenamedtimerifitisrunning.

18. ForgetitimerAPI,old.it_valueandtheold.it_intervalreturnthenamedtimer'sre
mainingtimeandthereloadtime,respectively,

19. TheoldargumentofthesetitimerAPlisliketheoldargumentofthe getitimer API.

20. Ifthisisanaddressofastructitimervaltypedvariable,itreturnsthe previous
timer value, if set to NULL the old timer value will not be returned.

21. The ITIMER_VIRTUAL and ITIMER_PROF timers are primary useful in
timing the total execution time of selected user functions, as the timer runs
only while the user process is running or the kernel is executing system
functions on behalf of the user process for the ITIMER_PROF timer.

22. BoththeAPIsreturnzeroonsuccessor-1valueiftheyfail.
23. TimerssetbythesetitimerAPlinaparentprocessarenotinheritedbyits child
processes, but these timers are retained when a process exec's a new

program.

24. Thefollowingprogramillustratestheuseofsetitimer APL
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#include <stdio.h>
#include <unistd.h>
#include
<signal.h>#include<sys/
time.h>

#define INTERVAL 5
void callme(int sig_no)

{
/*doscheduledtasks*/

}
intmain()
{
struct itimerval val;
structsigactionaction;
sigemptyset(&action.sa_mask);action.sa_h
andler=(void(*)()) callme;
action.sa_flags=SA_RESTART;if(sigaction(S
IGALARM,&action,0)==-1)
{
perror(“sigaction”);
returnl;
}
val.it_interval.tv_sec =INTERVAL;
val.it_interval.tv_usec =0;
val.it_value.tv_sec =INTERVAL;
val.it_value.tv_usec =0;
if(setitimer(ITIMER_REAL, &val, 0)==-1)
perror(“alarm”);
elsewhile(1)
{

/*donormaloperation™/

}

returnoO;

}

18CS56

25. Since the setitimer and alarm APIs require that users set up signal
handling to catch timer expiration, they should not be used in conjunction
withthesleepAPIl,becausesleepAPImaymodifythesignalhandlingfunction for

the SIGALRM signal.
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POSIX.1bTimers:
1. POSIX.Ibdefinesasetof APIsforinterval timermanipulation.

2. ThePOSIX.IbtimersaremoreflexibleandpowerfulthanUNIXtimersin following
ways:

a. Usersmaydefinemultipleindependenttimerspersystemclock.
b. Thetimerresolutionisinnanoseconds.

c. Users may specify, on a timer basis, the signal to be raised when
atimer expires.

d. The timer interval may be specified as either an absolute or a relative
time.
3. ThereisalimitonhowmanyPOSIXtimerscanbecreatedperprocess,this is
TIMER_MAX constant defined in <limits.h> header.

4POSIXtimerscreatedbyaprocessarenotinheritedbyitschildprocess,
butareretainedacrosstheexecsystemcall.

5. APOSIX.1timerdoesnotusetheSIGALRMsignalwhenitexpires,safely
withthesleepAPlinthesameprogram.canbeused

6. ThePOSIX.IbAPIsfortimermanipulationare:

#include<signal.h>
#include <time.h>

inttimer_create(clockid_tclock,structsigevent*spec,timer_t*timer_hdrp).
inttimer_settime(timer_t*timer_hdr,intflag,structitimerspec*val,struct
itimrspec *old);

inttimer_gettime(timer_ttimer_hdr,structitimrspec*old);
inttimer_getoverrun(timer_ttimer_hdr);inttimer_delete(timer_ttimer_hdr):

7. The timer_create API used to dynamically create a timer and returns its
handler.

8. The clock argument specifies which system clock would be the new timer
based on, its value may be CLOCK_REALTIME for creating a real time clock
timer - this defined by POSIX. 1b - other values are system dependent.

9. Thespecargumentdefineswhatactiontotakewhenthetimerexpires.The
struct sigevent data type is defined as
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structsigevent
intsigev_notify;
intsigev_signo;
unionsignalsigev_value;

}

10. Thesigev_signofieldspecifiesasignalnumbertoberaisedatthetimer
expiration.Itsvalidonlywhenthesigev_notifyfieldissettoSIGEV_SIGNAL.

11. Ifsigev_notifyfieldissettoSIGEV_NONE, nosignalisraisedbythetimer when it
expires

12. Becausemultipletimersmaygeneratethesamesignal,thesigev_value field is
used to contain any user defined data to identify that a signal is
raisedbyaspecifictimer.Thedatastructureofthesigevfieldis

unionsignal

{
int sival_int;
void *sival_ptr;
}

13. Forexample,aprocessmayassigneachtimerauniqueintegerID assigned to
the spec->sigev_value.sival_int field

14. Topassthisdataalongwiththesignal(sigev_signo)whenitisraised,the
SA_SIGINFOflagshouldbesetinansigactioncall,whichsetsupthehandling for
the signal and the handling function prototype should be:

void<sihnalhandler>(intsigno,siginfo_t*evp,void*context);

when the signal handler is called, the evp->si_value contains the data of the
spec-->sigev_value. The siginfo_t data type is defined in <siginfo.h>

15. If specis set to NULL and the timer is based on CLOCK_REALTIME, then
SIGALRM signal is raised when the timer expires.

16. Finallythetimer_hdrpargumentisanaddressofatimer_ttypedvariable
toholdthehandlerofthenewlygeneratedtimer.ThisshouldnotbeNULLas
itisusedtocallotherPOINTS.1btimerAPIs.

17. AlIPOSIX.1btimerAPIsreturnzeroonsuccessand-1liftheyfail.

18. Thetimer_settimestartsandstopsatimerrunning.Thetimer_gettimeis
usedtoquerythecurrentvaluesofthetimer,

19. The struct itimerspec data type is defined
as:struct itimerspec
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structtimerspec it_interval;
structtimerspec it_interval;

I

And the struct timerspec is defined as:
struct timerspec
{
time_t tv_sec;
long tv_nsec;

7

20. Theitimerspec.it_valuespecifiesthetimeremaininginthetimer,and
itimerspec.it_interval specifies the new time to reload the timer when itexpires.
All times are specified in seconds via timerspec.tv_sec and in
nanosecondsviatimerspec.tv_nsec.

21. Theflagparameterintimer_settimemaybeOorTIMER_REALTIMEifthe
timer start time (val argument) is relative to the current time

22. If the flag value is TIMER_ABSTIME, the timer start time is an absolute
time.

23. The old argument is used to obtain previous timer values, if NULL no timer
values are returned

24. The old argument timer_gettime returns the current values of namedtimer.
25. The timer_getoverrun API retums the number of signals generated by a
timerbutwaslost(overrun).Timersignalsarenotqueuedbythekernelif they are
raised but not processed by target process, instead the kernel records the

number of overrun signals per timer.

26. Thetimer_destroyisusedtodestroyatimercreatedbytimer_create API.

DaemonProcesses:Introduction

1. Daemonsareprocessesthatliveforalongtime.Theyareoftenstarted when the
system is bootstrapped and terminate only when the system is shut down.

2. They do not have a controlling terminal; so we say that they run in the
background. UNIX systems have numerous daemons that perform day-to-day
activities
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3. Here we look at the process structure of daemons and how to write a
daemon.

4. Since a daemon does not have a controlling terminal, we need to see how a
daemoncanreporterrorconditionswhensomethinggoeswrong.

DaemonCharacteristics:
1. We look at some common system daemons and how they relate to the
conceptsofprocessgroups,controllingterminals,andsessions.

2. The ps command prints the status of various processes in the system.
Wewillexecute:ps-axjunderBSDUNIX

3. The-aoptionshowsthestatusofprocessesownedbyothers,and-xshows
processes that do not have a controlling terminal. The -j option displays the
job-related information: the session ID, process group ID, controlling
terminal, and terminal process group ID.

4. The system processes depend on the operating system implementation.
Anything with a parent process ID of 0 is usually a kernel process started as
part of the system bootstrap procedure. (An exception to this is init, since it
is a user-level command started by the kernel at boot time.)

5. Kernel processes are special and generally exist for the entire lifetime of the
system, They run with superuser privileges and have no controlling terminal
and no command line.

6. Process 1 is usually init, is a system daemon responsible for, among other
things,startingsystemservicesspecifictovariousrunlevels.Theseservices
areusuallyimplementedwiththehelpoftheirowndaemons.

7. OnLinux,thekevenTDdaemonprovidesprocesscontextforrunning
scheduled functions in the kernel.

8. The kapmd daemon provides support for the advanced power management
featuresavailablewithvariouscomputersystems

9. Thekswapddaemonisalsoknownasthepageoutdaemon.Itsupportsthe
virtual memory subsystem by writing dirty pages to disk slowly over time.

10. TheLinuxkernelflushescacheddatatodiskusingtwoadditional
daemonsbdflushandkupdated.

11. Theportmapperdaemon,portmap,providestheserviceofmappingRPC
(RemoteProcedureCall)programnumberstonetworkportnumbers.

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru

hotesforvtu.in



UnixProgramming 18CS56

12. Thesyslogddaemonisavailableto anyprogramtologsystemmessages for an
operator. The messages may be printed on a console device and also written to
a file.

13. The inetd daemon (xinetd) listens on the system's network interfaces for
incoming requests for various network servers.

14. Thenfsd,lockd,andrpcioddaemonsprovidesupportfortheNetworkFile
System (NFS).

15. The cron daemon (crond) executes commands at specified dates and
times. Numerous system administration tasks are handled by having
programs executed regularly by cron

16. The cupsd daemon is a print spooler, it handles print requests on the
system

17. Thekerneldaemonsarestartedwithoutacontrollingterminal.Thelack
ofacontrollingterminalintheuser-leveldaemonsisprobablytheresultof the
daemons having called setsid.

18. All the user-level daemons are process group leaders and session leaders
andaretheonlyprocessesintheirprocessgroupandsession.Finally,note
thattheparentofmostofthesedaemonsistheinitprocess.

Coding Rules:

1. Some basic rules to coding a daemon prevent unwanted interactions from
happening.

2Westatetheserulesandthenshowafunction,daemonize,thatimplements them

aThefirstthingtodoiscallumasktosetthefilemodecreationmask to 0. The
file mode creation mask that is inherited could be set to deny certain
permissions

b. Callforkandhavetheparentexit.Thisdoesseveralthings

v' First, if the daemon was started as a simple shell
command, having the parent terminate makes theshell
think that the command is done.

v" Second, the child inherits the process group ID of the
parent but gets a new process ID, so we are guaranteed
that the child is not a process group leader. This is a
prerequisite for the call to setsid that is done next.
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c. Callsetsidtocreateanewsession.Threestepsoccur.Theprocess

v becomesasessionleaderofanewsession,
v' becomestheprocessgroupleaderofanewprocessgroup
v" hasnocontrollingterminal.

d. Change the current working directory to the root directory. The
current working directory inherited from the parent could be on a
mounted file system. Since daemons normally exist until the system is
rebooted, if the daemon stays on a mounted file system, that file system
cannot be unmounted.

e. Unneeded file descriptors should be closed. This prevents the daemon
from holding open any descriptors that it may have inherited from its
parent.

f. Some daemons open file descriptors 0,1, and 2to /dev/null so thatany
library routines that try to read from standard input or write to standard
output or standard error will have no effect. Since the daemonis not
associated with a terminal device, three is nowhere for output tobe
displayed, nor is there anywhere to receive input from an interactive
user. Even if the daemon was started from an interactive session, the
daemon runs in the background, and the login session can terminate
without affecting the daemon. If other users log in on the same terminal
device, we wouldn't want output from the daemon showing up on
terminal, and the users wouldn't expect their input to be read by the
daemon.

Example Program:
#include
<unistd,h>#include<sys
/types.h>#include
<fcntl.h>
intdaemon_initialise()
{
pid_tpid;
if((pid=for())<0)
return -1;
elseif(pid!=0)
exit(0); /*parentexits*/
/* child continues */
setsid( );
chdir(“/”);
umask(0);
return O;

SantoshReddyP,Dept.,of CSE,SVIT,Bengaluru

hotesforvtu.in



UnixProgramming 18CS56

ErrorLogging

One problem a daemon has is how to handle error messages. It can't simply
write to standard error, since it shouldn't have a controlling terminal. We don't
want all the daemons writing to the console device, since on many
workstations,theconsoledevicerunsawindowingsystem.Acentraldaemon
error-logging facility is required.

written to file or
to logged-in users or
sent to another host

user

process
syslog

S R T A T T e T T T TEE a|
| : |
| |

UDFP
| |
| /dev/log port 514 /dev/klog !
: UNIX domain Internet domain :
| datagram socket datagram socket log [
[ [
[ [
| kernel |
: routines :
[ [
I s e i A s S S i J
TCP/IP network

Fig: The BSD syslog facility
There are three ways to generate log messages:

v" Kernel routines can call the log function. These messages can be read
by any user process that opens and reads the /dev/klog device.

v' Most user processes (daemons) call the syslog(3) function to generatelog
messages. This causes the message to be sent to the UNIX domain
datagram socket /dev/log.

v' A user process on this host, or on some other host that is connected tothis
host by a TCP/IP network, can send log messages to UDP port 514.

NotethatthesyslogfunctionnevergeneratestheseUDPdatagrams: they
require explicit network programming by the process generatingthe log
message.

Normally,thesyslogddaemonreadsallthreeformsoflogmessages.Onstart- up,
this daemon reads a configuration file, usually /etc/syslog.conf, which
determines where different classes of messages are to be sent. For example,
urgent messages can be sent to the system administrator (if logged in) and
printed on the console, whereas warnings may be logged to a file. Our
interface to this facility is through the syslog function.
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#include<syslog.h>

void openlog(const char *ident, int option, int facility);
voidsyslog(intpriority,constchar*format,...);
voidcloselog(void);

intsetlogmask(intmaskpri);

SingleInstanceDaemons:

1. Some daemons are implemented so that only a single copy of the daemon
shouldberunningatatimeforproperoperation

2. Thedaemonmightneedexclusiveaccesstoadevice,forexample.Inthe case of the
cron daemon, if multiple instances were running, each copy mighttry to start a
single scheduled operation, resulting in duplicate operations and probably an
error

3. If the daemon needs to access a device, the device driver will sometimes
preventmultipleopensofthecorrespondingdevicenodein/dev.

4. This restricts us to one copy of the daemon running at a time. If no such
device is available, however,we need to do the work ourselves

5. The file and record-locking mechanism provides the basis for one wayto
ensure that only one copy of a daemon is running

6. Ifeachdaemoncreatesafileandplacesawritelockon the entirefile,only one
such write lock will be allowed to be created.

7. Successive attempts to create write locks will fail, serving as an indication
to successive copies of the daemon that another instance is already running

8. Fileandrecordlockingprovidesaconvenientmutualexclusionmechanism

9. Ifthedaemonobtainsawrite-lockonanentirefile,thelockwillberemoved
automaticallyifthedaemonexits.Thissimplifiesrecovery,removingtheneed for
us to clean up from the previous instance of the daemon.

Example

10. Thefunctionshownbelowillustratestheuseoffileandrecordlockingto
ensure that only one copy of a daemon is running..

11. EachcopyofthedaemonwilltrytocreateafileandwriteitsprocessID
initThiswillallowadministratorstoidentifytheprocesseasily.

12. Ifthefileisalreadylocked,thelockfilefunctionwillfailwitherronosetto
EACCESorEAGAIN,sowereturnl,indicatingthatthedaemonisalready
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applies to the current daemon.

PROGRAM:Ensurethatonlyonecopyofadaemonis running
#include <unistd.h>
#include <stdlib.h>
#include <fcntl.h>
#include <syslog.h>
#include <string.h>
#include <errno.h>
#include <stdio.h>
#include<sys/stat.h>
#defineLOCKFILE" /var/run/daemon.pid"
#defineLOCKMODE (S_IRUSR|S_IWUSR|S_IRGRP|S_IROTH)
extern int lockfile(int);int
already_running(void)
{
intfd;
charbuf[16];
fd=open(LOCKFILE,O_RDWR|O_CREAT,LOCKMODE);
if(fd<0)
{

strerror(errno));
exit(1);
}
if(lockfile(fd)<0)
{
if(errno==EACCES| |errno==EAGAIN)
{
close(fd);
return(1);

}

strerror(errno));
exit(1);

ftruncate(fd,0);

sprintf(buf, "%Ild",
(long)getpid());write(fd, buf,
strlen(buf)+1); return(0);

syslog(LOG_ERR, "can't open %os: %s",

syslog(LOG_ERR, "can't lock %s: %s",

18CS56

runningOtherwise,wetruncatethefile,writeourprocessiDtoit,andreturn O.

13. Truncatingthefilepreventsdatafromthepreviousdaemonappearingas ifit

LOCKEFILE,

LOCKEFILE,
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DaemonConventions:

v' If the daemon uses a lock file, the file is usually stored in /var/run.
Note, however, that the daemon might need superuser permissions to
createafilehere.Thenameofthefileisusuallyname.pid,wherename
isthenameofthedaemonortheservice. Forexample,thenameofthe cron
daemon's lock file is /var/run/crond.pid.

v Ifthedaemonsupportsconfigurationoptions,theyareusuallystored in /etc.
The configuration file is named name.conf, where name is the name of the
daemon or the name of the service. For example, the
configurationforthesyslogddaemonis/etc/syslog.conf.

v' Daemons can be started from the command line, but they are usually
startedfromoneofthesysteminitializationscripts(/etc/rc*or
/etc/init.d/*).Ifthedaemonshouldberestartedautomaticallywhenit
exits,wecanarrangeforinittorestartitifweincludearespawnentry for it
in /etc/inittab.

v' If a daemon has a configuration file, the daemon reads it when it starts,
but usually won't look at it again. If an administrator changes the
configuration, the daemon would need to be stopped and restarted to
accountfortheconfigurationchanges.Toavoidthis,somedaemons will catch
SIGHUP and reread their configuration files when they receive the signal.
Since they aren't associated with terminals and are either session leaders
without controlling terminals or members of orphaned process groups,
daemons have no reason to expect to receive SIGHUP.
Thus,theycansafelyreuseit.

ClientServerModel
1. Acommonuseforadaemonprocessisasaserverprocess.

2. Wecancallthesyslogdprocessaserverthathasmessagessenttoitby
userprocesses(clients)usingaUNIXdomaindatagramsocket.

3. Ingeneral,aserverisaprocessthatwaitsforaclienttocontactit, requesting some
type of service.

4. Theservicebeingprovidedbythesyslogdserveristheloggingofanerror message.
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