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MODULE-4 

 

Exception and Interrupt Handling: Exception handling, ARM 

processor exceptions and modes, vector table, exception priorities, link 

register offsets, interrupts, assigning interrupts, interrupt latency, IRQ and 

FIQ exceptions, basic interrupt stack design and implementation. 

Firmware: Firmware and bootloader, ARM firmware suite, Red Hat 

redboot, Example: sandstone, sandstone 

directory layout, sandstone code structure. 

Textbook 1: Chapter 9.1 and 9.2, Chapter 10 

RBT: L1, L2, L3 

Introduction: 

Exceptions and interrupts are unexpected events which will disrupt the 

normal flow of execution of instruction. An exception is an unexpected 

event from within the processor. Interrupt is an unexpected event from 

outside the process.Whenever an exception or interrupt occurs, the 

hardware starts executing the code that performs an action in response to 

the exception. 

The following types of action can cause an exception: 
¸ Reset is called by the processor when power is applied. This 

instruction branches to the initialization code. 

¸ Undefined instruction is used when the processor cannot decode an 

instruction. 

¸ Software interrupt is called when we execute a SWI instruction. The 

SWI instruction is frequently used as the mechanism to invoke an 

operating system routine. 

¸ Prefetch abort occurs when the processor attempts to fetch an 

instruction from an address without the correct access permissions. 

The actual abort occurs in the decode stage. 

¸ Data abort is similar to a prefetch abort but is raised when an 

instruction attempts to access data memory without the correct access 

permissions. 

¸ Interrupt request is used by external hardware to interrupt the normal 

execution flow of the processor. It can only be raised if IRQs are not 

masked in the cpsr. 

 

4.1 Exception handling 
An exception is any condition that needs to halt the normal sequential 

execution of instructions. 

Example for exceptions are: ARM core reset, instruction fetch or 

memory access failure, an undefined instruction fetch ,execution of 

software interrupt instruction ,when an external interrupt has been raised. 
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Exception handling is the method of processing these exceptions.Most 

exceptions have an associated software exception handler. Software 

exception handler are software routine that executes when an exception 

occurs. The handler first determines the cause of the exception and then 

services the exception.Servicing takes place either within the handler or 

by branching to a specific service routine. 

The Reset exception is a special case of exception and it is used to 

initialize an embedded system. 

 

4.1.1 ARM Processor Exceptions and Modes 
 

Whenever an exception occurs, the core enter a specific mode. The ARM 

processor modes can be entered manually by changing the cpsr. 

When an exception occurs the ARM processor always switches to ARM 

state. Figure 4.1 shows an exceptions and associated modes. 
 

Figure 4.1 Exceptions and associated modes. 

The user and system mode are the only two modes that are not entered 

by an exception. 

When an exception causes a mode change, the core automatically 
ƴ saves the cpsr to the spsr of the exception mode 

ƴ saves the pc to the lr of the exception mode 

ƴ sets the cpsr to the exception mode 
ƴ sets pc to the address of the exception handler 

 

4.1.2 Vector Table 
The vector table is a table of addresses that the ARM core branches to 

when an exception is raised.These addresses contain branch instructions 

The memory map address 0x00000000 is reserved for the vector table, a 

set of 32-bit words. On some processors the vector table can be optionally 

located at a higher address in memory (starting at the offset 0xffff0000). 
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Table 4.2 Vector table and processor modes 

 

The branch instruction can be any of the following forms: 
B <address>ðThis branch instruction provides a branch relative from 

the pc. 

LDR pc, [pc, #offset]ðThis load register instruction loads the handler 

address from memory to the pc. This form gives slight delay in branching 

as it need the extra memory access. But using this form we can branch to 

any address in memory. 

LDR pc, [pc, #-0xff0]ðThis load register instruction loads a specific 

interrupt service routine address from address 0xfffff030 to the pc. This 

specific instruction is used when a vector interrupt controller is present 

(VIC PL190). 

MOV pc, #immediateðThis move instruction copies an immediate value 

into the pc.The address must be an 8-bit immediate rotated right by an 

even number of bits. 

Figure 4.2 Example vector table. 
 

4.1.3 Exception Priorities 
Exceptions can occur simultaneously, so the processor has to adopt a 

priority mechanism.Each exception is dealt with according to the priority 

level set out in Table 9.3. 

Table 9.3 shows the various exceptions that occur on the ARM processor 

and their associated priority level. 
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Table 4.3 Exception priority levels. 

É The Reset exception is the highest priority and it occurs when power 

is applied to the processor. The reset handler initializes the system, 

and setting up memory and caches.The reset handler must also set up 

the stack pointers for all processor modes.When a reset occurs, it 

takes precedence over all other exceptions. 

É The lowest priority level is shared by two exceptions, the Software 

Interrupt and Undefined Instruction exceptions. 

É As shown in the table Certain exceptions also disable interrupts by 

setting the I or F bits in the cpsr 

É Code should be designed such that there is no exceptions or interrupts 

will occur during the first few instructions of the handler. 

É Data Abort exceptions occur when the memory controller or MMU 

indicates that an invalid memory address has been accessed or when 

the current code attempts to read or write to memory without the 

correct access permissions.When Data Abort occurs, it takes 

precedence over all other exceptions except Reset exception. 

 

É A Fast Interrupt Request (FIQ) exception occurs when an external 

peripheral sets the FIQ pin to nFIQ. An FIQ exception is the highest 

priority interrupt.The core disables both IRQ and FIQ exceptions on 

entry into the FIQ handler. Thus, no external source can interrupt the 

processor unless the IRQ and/or FIQ exceptions are reenabled by 

software. 

É An Interrupt Request (IRQ) exception occurs when an external 

peripheral sets the IRQ pin to nIRQ. An IRQ exception is the second- 

highest priority interrupt. The IRQ handler will be entered if neither 

an FIQ exception nor Data Abort exception occurs. On entry to the 

IRQ handler, the IRQ exceptions are disabled and should remain 

disabled until the current interrupt source has been cleared. 

É A Prefetch Abort exception occurs when an attempt to fetch an 

instruction results in a memory fault. This exception is raised when 

the instruction is in the execute stage of the pipeline and if none of the 

higher exceptions have been raised. After enter to the handler, IRQ 
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exceptions will be disabled, but the FIQ exceptions will remain 

unchanged.If FIQ is enabled and an FIQ exception occurs, it can be 

taken while servicing the Prefetch Abort. 

É A Software Interrupt (SWI) exception occurs when the SWI 

instruction is executed and none of the other higher-priority 

exceptions have been flagged. On entry to the handler, 

É the cpsr will be set to supervisor mode.If the system uses nested SWI 

calls, the link register r14 and spsr must be stored away before 

branching to the nested SWI to avoid possible corruption of the link 

register and the spsr. 

É An Undefined Instruction exception occurs when an instruction not in 

the ARM or Thumb instruction set reaches the execute stage of the 

pipeline and none of the other exceptions have been flagged. The ARM 

processor ñasksò the coprocessors if they can handle this as a 

coprocessor instruction. Since coprocessors follow the pipeline, 

instruction identification can take place in the execute stage of the core. 

If none of the coprocessors claims the instruction, an Undefined 

Instruction exception is raised.Both the SWI instruction and Undefined 

Instruction have the same level of priority, since they cannot occur at the 

same time. 

4.1.4 Link Register Offsets 
 

When an exception occurs, the link register is set to a specific address 

based on the current pc. 

For example when an IRQ exception is raised, the link register lr points to 

the last executed instruction plus 8 because of three stage pipeline. Care 

has to be taken to make sure the exception handler does not corrupt lr 

because lr is used to return from an exception handler. The IRQ exception 

is taken only after the current instruction is executed, so the return 

address has to point to the next instruction, or lr ī 4. 

Table 4.4 provides a list of useful addresses for the different exceptions. 

Table 4.4 Useful link-register-based addresses. 
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Example(1) 
This show the method of returning from an IRQ and FIQ handler is to use 

a SUBS instruction: 

Since there is an S at the end of the SUB instruction and the pc is the 

destination register, the cpsr is automatically restored from the spsr 

register. 

Example (2) 
This example shows another method that subtracts the offset from the 

link register r14 at the beginning of the handler. 

After servicing is complete, return to normal execution occurs by moving 

the link register r14 into the pc and restoring cpsr from the spsr. 

 

Example (3) 

The example uses the interrupt stack to store the link register. This 

method first subtracts an offset from the link register and then stores it 

onto the interrupt stack. 

 

To return to normal execution, the LDM instruction is used to load the pc. 

The Ĕ symbol in the instruction forces the cpsr to be restored from the spsr. 

 

4.2 Interrupts 
There are two types of interrupts available on the ARM processor. The 

first type of interrupt causes an exception raised by an external 

peripheralðnamely, IRQ and FIQ. 
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