MODULE 3: NETWORKING, THE INTERNET,
CYBERSECURITY AND ETHICAL ISSUES

PART I: NETWORKING AND THE INTERNET (Chapter 4)

4.1 NETWORK FUNDAMENTALS

Definition: A network is a linked computer system where computers are connected so that data

can be transferred from machine to machine.

Purpose: Share information and resources among different computers

Exchange messages

f  Share printing capabilities

f  Share software packages

1 Share data storage facilities

Network Classifications

By Geographic Scope:

Network Type

PAN (Personal
Area Network)

LAN (Local Area
Network)

MAN
(Metropolitan
Area Network)

WAN (Wide
Area Network)

Range

< few meters

Single
building/building
complex

Local community

Greater distance

Description

Short-range
communications
between personal
devices

Collection of
computers in close
proximity

Intermediate size
network

Links machines
across cities,
countries, worldwide

Examples

Wireless headset
and smartphone,
wireless mouse and
PC

University campus
network,
manufacturing plant
network

City-wide network,
local community
network

Neighboring cities,
opposite sides of the
world



By Design Ownership:

Network Type Description Characteristics

Freely circulated; grow in popularity;

Open Network Designs in public domain . .

prevail over proprietary approaches
Closed/Proprietary Innovations owned/controlled by Restricted by license fees and contract
Network entity conditions

Example of Open System:
1 Internet - governed by open collection of standards called TCP/IP protocol suite
 Anyone free to use these standards without paying fees or signing license agreements
Example of Proprietary System:
f Novell Inc. - develops proprietary systems with ownership rights

f  Company draws income from selling or leasing products

By Topology:
Two popular topologies are shown in FIGURE 4.1

Figure 4.1 Two popular network topologies
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Topology Description Popularized By

Machines all connected to common
Bus . Ethernet (1990s)
communication line called bus

One machine serves as central focal point; all Wireless networks; central machine

Star . .
others connected to it called Access Point (AP)



Important Distinction:
1 Difference between bus and star is NOT always obvious by physical arrangement

1 Bus network may have very short bus with long links to individual machines 5 looks
like star

1 Hub: Device at central location; all machines connect to it; relay signals back out to all
machines

f Hubis little more than a very short bus

1 Network looks like star but operates like bus

Protocols
Definition:; Rules by which network activities are conducted
Importance:

1 Developing and adopting protocol standards enables vendors to build compatible
products

f Indispensable process in development of networking technologies

CSMAJ/CD (Carrier Sense, Multiple Access with Collision Detection):
f  Protocol controlling right to transmit messages in bus network (Ethernet standards)
How CSMA/CD Works:
FIGURE 4.2

Figure 4.2 Communication over a bus network

Computer Computer Computar

Computar Computar

Rules:
1. Each message broadcast to ALL machines on the bus
2. Each machine monitors all messages but keeps only those addressed to itself
3. To transmit: Wait until bus is silent, begin transmitting while continuing to monitor bus
4. If another machine also begins transmitting 6 both machines detect clash

5. Both pause for brief, independently RANDOM period of time



6. Try again after pause
Analogy: Small group of people in conversation
f If two people start to talk at once, both stop
1 People: "I'm sorry, what were you going to say?" "No, no. You go first."

 CSMA/CD: Each machine tries again later

CSMAJ/CA (Carrier Sense, Multiple Access with Collision Avoidance):
1 Protocol for wireless star networks
f Standardized by IEEE within protocols defined in IEEE 802.11
 Commonly referred to as WiFi

Why CSMA/CD is NOT compatible with wireless star networks:

Problem Description
Signal . , L . .

. Machine may not hear other's transmission because its own signal drowns out the other
Drowning
Hidden . . . : .
Terminal Signals from different machines blocked from each other by objects or distance, even
Problem though they can all communicate with central AP

FIGURE 4.3: The hidden terminal problem

Figure 4.3 The hidden terminal problem
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CSMA/CA Approach:
1 Policy of trying to AVOID collisions rather than detect them
1 Designed to avoid collisions but may not eliminate them completely
. When collisions occur, messages must be retransmitted

Common CSMA/CA Protocol:

1. When machine first needs to transmit and finds channel silent 5 does NOT start
immediately

2. Waits for short period of time
3. Starts transmitting only if channel has remained silent throughout that period

4. If busy channel experienced during this process 5 waits for randomly determined
period before trying again

5. Once this period exhausted b machine allowed to claim silent channel without
hesitation

Result: Collisions between "newcomers" and those already waiting are avoided

1 "Newcomer" not allowed to claim silent channel until any machine that has been waiting
is given opportunity to start

Solving Hidden Terminal Problem:

1 Protocol based on distinguishing silent vs. busy channel requires each station to hear all
others

 Some WiFi networks: Each machine sends short "REQUEST" message to AP
 Waits until AP acknowledges request before transmitting entire message

1 If AP busy (dealing with hidden terminal) b ignores request b requesting machine
waits

1 If AP acknowledges request b machine knows it is safe to transmit

1 All machines hear all acknowledgments from AP B have good idea whether AP is busy

Combining Networks

Need: Sometimes necessary to connect existing networks to form extended communication
system



Connecting Same Type Networks:

Device Function

Passes signals back and
Repeater forth between two original
buses

Connects two buses; does
Bridge NOT necessarily pass all
messages

Bridge with multiple

Switch .
connections

Important Note:

Behavior

Usually with amplification; without considering meaning of
signals

Looks at destination address; forwards message across
connection only when destined for computer on other side

Connects several buses; forwards messages only into
appropriate spoke; minimizes traffic in each spoke

. When networks connected via repeaters, bridges, and switches b result is SINGLE large

network

f Entire system operates in same manner (using same protocols) as each original smaller

network

Connecting Different/Incompatible Networks:

Internet (generic term):

1 Network of networks

f  Original networks maintain their individuality

! Continue to function as autonomous networks

Router:

f  Special purpose computers used for forwarding messages

1 Provide links between networks while allowing each network to maintain its unique

internal characteristics

f Named because purpose is to forward messages in their proper directions

Forwarding Process:

1. Based on internet-wide addressing system



2. All devices in internet (machines in original networks AND routers) assigned unique
addresses

3. Each machine has TWO addresses:
o Original "local" address within its own network
o Internet address
4. Machine wanting to send message to distant network:
o Attaches internet address of destination to message
o Directs message to its local router
5. Router forwards message in proper direction
6. Each router maintains forwarding table:

o Contains router's knowledge about direction to send messages based on
destination addresses

Gateway:
 The "point" at which one network is linked to an internet
f  Serves as passageway between network and outside world
f Term used loosely
 Often merely the router through which network communicates with rest of internet

Residential WiFi networks: term refers collectively to both network's AP and router
(packaged in single unit)

Methods of Process Communication
Interprocess Communication:

f Communication between processes executing on different computers (or same machine
via time-sharing/multitasking)

f  Must often coordinate actions and perform designated tasks

Client/Server Model:

Role Description

Client Makes requests of other processes

Server Satisfies requests made by clients



Early Applications:

Application Server Type Client Action
Office Network Printer Print Server Send print requests
Shared Magnetic Disk Storage File Server Request access to records/files

Today: Client/server model used extensively in network applications

Peer-to-Peer (P2P) Model:

Aspect Client/Server Peer-to-Peer

Service Direction One-way (server serves clients) Two-way (peers provide AND receive service

Execution Server must execute continuously Peers execute on temporary basis

Examples Web servers, file servers Instant messaging, competitive interactive games
FIGURE 4.6

Figure 4.6 The client'server model compared to the peer-to-pesr mode

Sarver

a. Server must be prepared to sarnve multiple clients &t amy timea.

Paar -+ Peer

b. Peers communicate as equals on a one-to-one basis.

File Distribution - Swarm:
f  Collection of peers participating in file distribution

f One peer receives file from another, then provides that file to other peers



1 Replaces client/server model (central distribution center)

Why P2P Replaces Client/Server for File Sharing:
1. Distributes service task over many peers rather than concentrating at one server
2. Lack of centralized base b more efficient system

3. In cases of questionable legality: lack of central server makes legal efforts to enforce
copyright laws more difficult

Important Terminology Note:
Peer-to-peer refers to system by which TWO PROCESSES communicate over a network
1 NOT a property of the network itself

f Process might use P2P model for one communication and client/server for another over
same network

f More accurate: "communicating by means of peer-to-peer model* NOT "communicating
over peer-to-peer network"

Distributed Systems

Definition: Software systems consisting of software units that execute as processes on different
computers

Examples:
f  Global information retrieval systems
Company-wide accounting and inventory systems
f Computer games
1 Software that controls network's infrastructure
Evolution:
 Early distributed systems: developed independently from scratch
1 Today: research reveals common infrastructure running throughout these systems
f  Communication and security systems
1 Prefabricated systems provide basic infrastructure

1 Distributed applications constructed by developing only the part unique to the
application



Types of Distributed Computing Systems:

System Description Characteristics
Cluster Many independent Provides computation/services comparable to much larger
Computin computers work closely machine; lower cost than supercomputer; higher reliability;
P g together lower maintenance costs
More loosely coupled - - .
. y b Specialized software to distribute data and algorithms;
Grid than clusters; work . . .
. . machines volunteer computing power when not otherwise
Computing together to accomplish . .
used; enabled by growing Internet connectivity
large tasks
Huge pools of shared Eliminates need for entities to maintain their own generators;
Cloud computers on network rent virtual computers by hour; reasonable guarantees of
Computing allocated for use by reliability and scalability; raises concerns about privacy and
clients as needed security
Examples:
1 Cluster: High-availability systems, load-balancing
f  Grid: University of Wisconsin's Condor system, Berkeley's Open Infrastructure for
Network Computing (BOINC)
f Cloud: Amazon's Elastic Compute Cloud, Google Drive, Google Apps

4.2 THE INTERNET

Definition: The most notable example of an internet (uppercase 1)

Origin:
f  Research projects dating back to early 1960s
f  Goal: Link variety of computer networks to function as connected system not disrupted
by local disasters
f  Sponsored by U.S. government through DARPA (Defense Advanced Research Projects
Agency)
Evolution:
Government-sponsored project 6 Academic research project 5 Commercial
undertaking
! Links worldwide combination of PANSs, LANs, MANSs, and WANSs
f Involves millions of computers



Internet Architecture

ISP (Internet Service Provider):

f  Organizations that construct and maintain networks

1 Also refers to the networks themselves

f "Connecting to an ISP" = connecting to network provided by ISP

Three-Tier ISP Hierarchy:

Below Figure 4.7 is the internet Composition

Figure 4.7 Internet composition
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Tier115Ps

[— Tier2 ISPz

— Access ISPs

Tier Description

Very high-speed, high-

Tier-1 ISPs capacity, international
WANS

Tier-2 1SPs More regional in scope;
less potent

Access Independent internet

ISP/Tier-3 (intranet) operated by

ISP single authority

End Systems / Hosts:

Role

Backbone of the Internet; operated by large communications
companies

Connect to tier-1 ISPs; operated by communications
companies

Supplies Internet access to individual homes and businesses;
examples: cable companies, telephone companies,
universities, corporations

1 Devices individual users connect to access ISPs

Laptops, PCs, telephones, video cameras, automobiles, home appliances



f Internet = communications system b any device that would benefit from
communicating is potential end system

Connection Technologies:

Technology Description

Fastest growing; wireless connections; AP connected to access ISP; area within AP range

WiFi
= hot spot

Cellular Similar to WiFi; hot spots known as cells; routers coordinated to provide continuous
service as end system moves

Telephone . .

Lineg Direct connection or through customer's router; DSL modems

Cable/Satellite

Direct connection or through customer's router; cable modems
Systems

Hot Spots:
1 Area within AP or group of APs' range
f Particularly when network access is publicly available or free

1 Found in: individual residences, hotel and office buildings, small businesses, parks,
entire cities

Internet2:
f Intended as academic-only system
1 Universities working in partnership with industry and government
f  Goal: Research in internet applications requiring high bandwidth communication

1 Examples: remote access and control of telescopes, medical diagnostic devices, remote
surgery



The Last Mile Problem:

Definition: Issues arising from legacy analog linkages in older network infrastructure

Context:

l

Telephone, cable television, satellite WANSs (20th century) = designed to carry ANALOG
communications

f  Human voice, pre-digital television signals
. Modern networks = designed to carry DIGITAL data directly
1 Older analog network infrastructure still comprises significant portion of Internet
Problem:
f  Main arteries of WANSs, MANSs, LANSs = relatively easy to modernize with high-speed
digital technology (fiber optics)
1 Far costlier to replace existing copper telephone lines and coaxial cables connecting
these arteries to individual homes/offices
f Information may spend almost entire trip on high-speed digital connections
1 Only to traverse "last mile" to end system over slow, century-old analog phone line
Solutions:
 DSL modems
1 Cable modems
1 Satellite uplinks
1 Direct fiber-optic connections to the home

Result: Broadband Internet access to end users

Internet Addressing

IP Address:
f Internet-wide addressing system
f Assigns uniqgue identifying address to each computer in the system
f Term IP ="Internet Protocol"
f  Originally: 32-bit patterns
1 Currently: converting to 128-bit addresses (IPv6)



ICANN (Internet Corporation for Assigned Names and Numbers):
f Nonprofit corporation
f Coordinates Internet's operation
f Awards blocks of consecutively numbered IP addresses to ISPs

1 ISPs allocate addresses within their awarded blocks to machines in their region

Dotted Decimal Notation:

f  Traditional way of writing IP addresses

f Bytes of address separated by periods

f Each byte expressed as integer in traditional base 10 notation
Examples:

 Pattern 5.2 = two-byte bit pattern 00000101 00000010

 Pattern 17.12.25 = three-byte bit pattern 00010001 00001100 00011001

1 32-bit IP address: 192.207.177.133

Domain Name System (Mnemonic Addressing):
f Alternative addressing system for human consumption
f  Machines identified by mnemonic names
f  Based on concept of domain
Domain:
1 "Region" of Internet operated by single authority
f  University, club, company, government agency
 May not correspond to physical area of Internet
Registration:
f Domain must be registered with ICANN
f Process handled by registrars (companies assigned this role by ICANN)

f  Domain assigned mnemonic domain name (unique among all domain names
throughout Internet)

1 Domain names often descriptive of organization



Example:

 Marquette University domain name: mu.edu

f  Suffix (edu) = top-level domain (TLD)

Top-Level Domains (TLDs):

TLD

edu

com

gov

org

museum

info

net

au, ca, etc.

Classification

Educational institutions

Commercial institutions

U.S. government institutions

Nonprofit organizations

Museums

Unrestricted use

Originally for ISPs, now broader

Country-code TLDs (Australia, Canada)

Domain Name Extension:

f Organization free to extend name for individual items within domain

1 Example: eagle.mu.edu (individual host within Marquette University)

f  Domain names extended to the left, separated by period

1 Multiple extensions (subdomains) organize names within domain

Example: overthruster.propulsion.yoyodyne.com

(0]

(0]

(0]

(0]

overthruster = computer
propulsion = subdomain
yoyodyne = domain

com=TLD

Important: Dotted notation in mnemonic addresses NOT related to dotted decimal notation for

IP addresses



Domain Name System (DNS):
Messages always transferred over Internet by IP addresses
f Mnemonic address must be converted into IP address before transmitting
f  Conversion performed with aid of numerous name servers
f Name servers = directories providing address translation services to clients
1 Collectively = Internet-wide directory system called Domain Name System (DNS)
f Process = DNS lookup

Name Server Models:

Model Description

Original Registered domain = physical region of Internet operated by local authority; organization
Model maintains its own name server

Modern Individuals/small organizations contract with access ISP; ISP registers domain name; name
Model included in ISP's name server; DNS lookups directed to ISP's name server

Result: Many registered domains can reside within single ISP, each occupying small portion of
single computer

Internet Applications
Historical:
 Most applications were separate, simple programs
f Each followed network protocol
1 Newsreader: NNTP (Network News Transfer Protocol)
1 File listing/copying: FTP (File Transfer Protocol)
 Remote access: Telnet protocol, later SSH (Secure Shell)
Today:
1 More traditional network applications handled by webpages via HTTP

. More sophisticated webservers and browsers



Electronic Mail (Email):

SMTP (Simple Mail Transfer Protocol):
1 Defines how two computers on network interact when transmitting email message
f  Transmits email messages from one host to another
Example exchange between mail servers:

text

[3XY

220 mail.tardis.edu SMTP Sendmail Gallifrey-1.0; Fri, 23 Aug 2413 14:34:10
2 HELO mail.skaro.gov

3 250 mail.tardis.edu Hello mail.skaro.gov, pleased to meet you

4 MAIL From: dalek@skaro.gov

5 250 2.1.0 dalek@skaro.gov...Sender ok

6 RCPT To: doctor@tardis.edu

7 250 2.1.5 doctor@tardis.edu...Recipient ok

8 DATA

9 354 Enter mail, end with "." on a line by itself

10 Subiject: Extermination.

11 EXTERMINATE!

13 Regards, Dalek

14 250 2.0.0 r7NJYAE1028071 Message accepted for delivery

16 QUIT

17 221 2.0.0 mail.tardis.edu closing connection

Protocol Characteristics:

1 Keywords: HELO, MAIL, RCPT, DATA, QUIT precisely defined
Remote server's numeric response codes enumerated and defined

f  Software designers use protocol description to develop algorithms for
sending/receiving email

Historical Note:

f  Politeness ("pleased to meet you") neither appreciated by software nor essential to SMTP
function

f  Actual behavior built into popular SMTP mail server



1 Held over from early Internet days when human operators frequently reviewed SMTP
transcripts

1 Debugged incompatibilities between mail servers

f Untold millions of these exchanges occur on network each day
SMTP Trust Problem:

1 SMTP = example of protocol originally built on trust

f  Subsequently abused by spammers and other Internet miscreants

1 Modern mail servers use extended versions of SMTP to ensure secure transmission
MIME (Multipurpose Internet Mail Extensions):

1 SMTP initially designed for transferring text messages encoded with ASCII

f Additional protocols developed to convert non-ASCII data to SMTP compatible form

Email Access Protocols:

Protocol Full Name Description
Post Office .
. Simpler; user transfers (downloads) messages to local computer; read,
POP3 Protocol version . .
3 stored, edited on local machine
IMAP Internet Mail User stores and manipulates messages on same machine as mail server;
Access Protocol accessible from any remote computer

VolP (Voice over Internet Protocol):

Definition: Internet infrastructure used to provide voice communication similar to traditional
telephone systems

Simple Form: Two processes on different machines transferring audio data via P2P model
Complex Issues:

f Initiating and receiving calls

f Linking VolP with traditional telephone systems

f Providing services such as emergency 911 communication

Governments that own traditional telephone companies view VoIP as threat

 Taxed heavily or outlawed completely in some countries



Internet Multimedia Streaming:

Fact: Netflix streamed more than 4 billion hours of programming in first three months of 2013
alone
Fact: YouTube + Netflix consume more than half of bandwidth of Internet in 2014

N-unicast Approach:

f Internet radio station establishes server that sends program messages to each client who
requested them

f  Unicast: One sender sending messages to one receiver
f N-unicast: Single sender involved with multiple unicasts
Drawback:
 Places substantial burden on station's server
f Places substantial burden on server's immediate Internet neighbors
f  Server must send individual messages to each client on real-time basis
1 All these messages must be forwarded by server's neighbors

Alternatives to N-unicast:

Alternative Description

Once peer has received data, begins distributing to peers still waiting; distribution problem

P2P Model
transferred from source to peers

Server transmits message to multiple clients via single address; relies on Internet routers to

Multicast L . . L
recognize significance of address; produce and forward copies to appropriate destinations

Multicast Support:

1 Implemented in small networks

f Has yet to expand to global Internet

 Requires functionality of Internet routers expanded beyond original duties
On-Demand Streaming:

1 Most important category

1 End user expects to view/listen to media at arbitrary time of own choosing

f Start, pause, rewind content at own pace

f  N-unicast and multicast technologies of little help



1 Each on-demand stream = effectively unicast from media server storing content to end
user retrieving it
Wireless Telephone Generations:

Generation Characteristics

1G (First

. Analog voice signals through air; like traditional telephones without copper wire
Generation) g g g P bp

2G (Second Digital signals to encode voice; more effective use of airwaves; transmission of other ¢
Generation) data (text messaging)
3G (Third

. Higher data rates; mobile video calls; bandwidth-intensive activities
Generation)

4G (Fourth Even higher data rates; fully packet-switched IP network; smartphones enjoy connect
Generation) and flexibility previously available only to broadband-enabled PCs

4.3 THE WORLD WIDE WEB
Origin:
. Work of Tim Berners-Lee (British scientist)

f Realized potential of combining internet technology with concept of linked-documents
called hypertext

1 First software for implementing Web released December 1990
Early Prototype:
1 Did not yet support multimedia data
f Included key components of what we now recognize as World Wide Web:
1. Hypertext document format for embedding hyperlinks to other documents
2. Protocol for transferring hypertext across the network
3. Server process that supplied hypertext pages upon request
Growth:
f  Quickly grew to support images, audio, video

By mid-1990s: dominant application powering growth of Internet



Web Implementation

Two Categories of Software Packages:

Type Description

Browser Resides on user's computer; obtains materials requested
by user; presents materials in organized manner
Resides on computer containing hypertext documents;

Webserver provides access to documents under its control as

requested by clients

HTTP (Hypertext Transfer Protocol):

Examples

Firefox, Safari,
Internet Explorer

Apache, IIS, Nginx

f Protocol used to transfer hypertext documents between browsers and webservers

URL (Uniform Resource Locator):

f  Unique address for each document on the Web

1 Contains information needed by browser to contact proper server and request desired

document

Components of a Typical URL:

FIGURE 4.8

Figure 4.8 A typical URL

http://eagle.mu.edus/authors,/shakespeara,/Julius_Caesar.html

documeant. In location of the
this case it is document within
hypertext transfer the host's

protocol (hitp). fila systam

N N
Mnemonic name of Documeant name
host holding the
document
Protocol required Diractory path
to access the indicating tha
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Segment Purpose

Protocol Protocol to communicate with server controlling access to document
Machine Address Mnemonic address of machine containing the server

Directory Path Path needed for server to find directory containing document
Document Name Name of the document itself

Shortened URLs:
1 May not explicitly contain all segments
1 No directory path if server doesn't need it

f URL consisting of only protocol and mnemonic address 5 webserver returns
predetermined document (home page)

Home page usually describes information available at that website
Example:

1 http://www.google.com b leads to Google home page

f Contains hyperlinks to services, products, documents relating to company
Browser Assumption:

 Many browsers assume HTTP protocol should be used if no protocol identified

Correctly retrieve Google home page when given URL consisting merely
of www.google.com

HTML (Hypertext Markup Language)

Traditional Hypertext Document:
1 Similar to text file
Text encoded character by character using ASCII or Unicode
f  Contains special symbols called tags

Tags:

1 Describe how document should appear on display screen



f Indicate what multimedia resources (images) should accompany document

1 Identify which items within document are linked to other documents
HTML.:

f  System of tags for describing webpage presentation and links

f  Author describes information browser needs to present page and find related
documents

Analogy:
1 Adding typesetting directions to plain typed text (using red pen)
1 Typesetter knows how material should appear in final form
1 HTML tags = red markings

1 Browser = typesetter

Simple Webpage HTML code is shown in FIGURE 4.9

Figure 4.9 A simple webpage

a. The page encoded using HTRML.

Tag indicating
beginning of —[ <html=
document

<head=
Praliminaries — <title-demonstration page< titlex>
=/ haad-
The part of the e
documeant that — = <hl=My Web Page</hl-
b: Igjérg._iz__lefT'?d «p=C1ick here for another page.=/p=
</ body=
Tag indicating  _
end of documeant </heml>

b. The page as it would appear on 8 computar screen.

' I

My Web Page

Click here for ancther page.

notesforvtu.in



Document Structure:

Section Tags
Head <head> </head>
Body <body> </body>

Common Tags:

Tag Meaning
<hl></h1> Level-one heading
<p></p> Paragraph

<title> </title> Title

Adding Hyperlinks - Anchor Tags:

Purpose: Link word here to another document

URL Example: http://crafty.com/demo.html

HTML Code:
FIGURE 4.10

Purpose

Preliminary information about document (title)

Material to be presented on computer screen

Description

Display text prominently

Block of text

Documentation only; not displayed on screen



Figure 4.10 An enhanced simple webpage

a. The pege encoded using HTML.

<html>
<heads
<title=demonstration page</title-
</head>
<body>
<hl=My web Page</hl-
=p=Click
containing —[ <a href="http://crafty.com/demo.html"-
hare
Closing ofas
snenertas _[ for another page.</p=
</ body=
</ html=

b. The pege as it would appear on a computar Screen.

My Web Page
Click here for anocther page.

Parameter: href = "http://crafty.com/demo.html|"
1 href = hypertext reference

1 URL following equal sign = document to retrieve when link clicked

Adding Images:

Assumption: JPEG encoding of image stored as file OurPic.jpg in
directory Images at Images.com, available via webserver

HTML Code:

text

<img src="http://Images.com/Images/OurPic.jpg">

Placement:
1 Immediately after <body> tag b image at top of webpage
1 Just before </body>tag 5 image at bottom of webpage

Parameter: src = "source"

notesforvtu.in



1 Information following equal sign indicates source of image to be displayed
Process:

1. Browser finds image tag

2. Sends message to HTTP server at Images.com requesting image OurPic.jpg

3. Displays image appropriately

XML (eXtensible Markup Language)
Concept:
HTML = notational system for encoding text document + appearance as simple text file
1  Similarly, encode nontextual material as text files
f  Example: Sheet music
Music Encoding Example:
text
<staff clef="treble">
<key>C minor</key>
<time>2/4</time>
<measure>
<rest>egh</rest>
<notes>egh G, egh G</notes>
</measure>
<measure>

<notes>hlf E</notes>

</measure>
</staff>
text
FIGURE 4.11
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|
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Style Similarities with HTML.:



f Tags delineated by < and >
1 Beginning and end of structures indicated by tags of same name
1 Ending tag designated by slash (</measure>)
f  Special attributes within tags: clef="treble"
XML:

§ Standardized style for designing notational systems for representing data as text files
1 Simplified derivative of SGML (Standard Generalized Markup Language)
1 Markup languages developed following XML standard for:
o Mathematics
o Multimedia presentations
o Music
HTML and XML:

HTML = markup language based on XML standard developed for representing
webpages

f  Original HTML developed before XML standard was solidified

1 Some features of HTML do not strictly conform to XML

1 XHTML = version of HTML that rigorously adheres to XML
Significance of XML.:

f Standard for markup languages in GENERAL

1 Not designing individual, unrelated markup languages

 Markup languages developed possess uniformity

1 Can be combined to obtain markup languages for complex applications

1 Example: text documents containing segments of sheet music AND mathematical
expressions

Semantic vs. Appearance Markup:

Aspect HTML (Appearance-oriented) XML (Semantic-oriented)

Recipe Marked as list; each ingredient

. . . Marked as <ingredient> tags
ingredients on separate line



Aspect HTML (Appearance-oriented) XML (Semantic-oriented)

Search Find recipes containing/not Find recipes containing/not containing certain
capability containing certain WORDS INGREDIENTS
Example:

f Search for lasagnha recipes without spinach
Semantic tags: identify recipes where spinach is NOT an ingredient

f Word content search: skips over recipe starting with "This lasagna does not contain
spinach”

World Wide Semantic Web:

f Using Internet-wide standard for marking documents according to semantics rather
than appearance

 Would create Semantic Web (vs. today's Syntactic Web)

Client-Side and Server-Side Activities
Simple Webpage Retrieval Process:
1. Browser (client) uses URL to contact webserver
2. Requests copy of page
3. Server responds by sending text document (HTML source)
4. Browser interprets HTML tags
5. Displays page on screen
6. User clicks link B browser uses URL in anchor tag to contact appropriate server
7. Obtain and display another webpage

Process Summary: Browser fetches and displays webpages as directed by user

Need for Enhanced Activity:
1 Webpage with animation
f  Customer order form submission

1 Requires additional activity by browser OR webserver



Type

Client-Side Activities

Server-Side Activities

Examples:

Application

Travel Agent

Search
Engine

Web Mail

Performed By Description
Client (browser) Executed on user's computer
Server (webserver) Executed on server computer

Client-Side Activity

Customer specifies
destinations/dates

User specifies topic of interest

User creates messages;
browser displays mail

Technologies for Client/Server Activities:

Client-Side Technologies:

Technology

JavaScript

Applets

Flash

Server-Side Activity

Construct customized webpage; send to customer

Construct customized webpage identifying documents
of possible interest

Build webpages with information from mail server;
forward messages to mail server

Description Developer
Programs included within HTML source document; Netscape
browser extracts and follows as needed Communications, Inc.

Program units transferred to browser as requested

within HTML source document

Sun Microsystems (Java)

Extensive multimedia client-side presentations Macromedia



Server-Side Technologies:

Technology Description Developer
CGI (Common Gatewa Clients request execution of programs stored

( y g prog Standards-based
Interface) at server

Clients cause program units to be executed

. Sun Microsystems
at server side

Servlets

Webpage templates completed using

. . . . Sun Microsystems
information received from client Y

JSP (JavaServer Pages)

Templates for constructing customized

ASP (Active Server Pages) Microsoft
webpages

PLP Open source system for server-side Open source
functionality community

Security and Ethical Problems:
Server Side (Ethical):
. Webservers routinely transfer programs to clients where they are executed
f Ethical questions arise
Client Side (Security):
f Client blindly executes any program sent by webserver
Opens itself to malicious activities by server
Server Side (Security):
f Clients can cause programs to be executed at server
f  Server blindly executes any program sent by client

f  Security breaches and potential damage at server can result

4.4 INTERNET PROTOCOLS
Goal: Understand how messages are transferred over the Internet

Key Insight:



f Transfer process requires cooperation of ALL computers in the system

f  Software for controlling this process resides on EVERY computer in the Internet

The Layered Approach to Internet Software
Analogy - Shipping a Gift: Below FIGURE 4.12 shows the Package shipping example

Figure 4.12 Package-shipping example

Oiriigin Final destination
Prepares package . Receivas and
for shipping You Friend opens package
l - T - Removes package

ﬁ:’:::lgﬁfge Shipping Shipping |  from container

- company . company and delivers it
for airline l Intermediate stops T 0 sddressaa
Places container Sends container
in airplane Airline —  Airina - Airlina —  Airdine to shipping

company

Transfers contziner
to another airplana

Key Properties:
1 Three-level hierarchy
1 Each level uses next lower level as abstract tool
1 Each level has representatives at both origin and destination

f Destination representatives tend to do reverse of origin counterparts

Internet Software - Four Layers:

FIGURE 4.13 shows the Internet software layers

Figure 4.13  The Intermet software layers

Application

Transport

Metwork

Link
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Layer

Application
Layer

Transport
Layer

Network
Layer

Link Layer

Function

Software units using Internet communication (clients, servers)

Accept messages from application layer; ensure proper formatting; divide long messages int
small segments; add sequence numbers; reassemble at destination

Decide direction packet should be sent at each step; maintain router's forwarding table

Transfer packet; handle communication details particular to individual network

Following a message through the internet is shown in the below FIGURE 4.14

Detailed Process:

1. Application Layer:

f  Software units (clients, servers) that use Internet communication

. NOT restricted to application software classification













































































https://mu.edu/













